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Critical Infrastructure Current Definition – USA
WHAT IS CRITICAL INFRA-STRUCTURE?

…the term “critical infrastructure” means systems and assets, 

whether physical or virtual, so vital to the United States that the 

incapacity or destruction of  such systems and assets would have 

a debilitating impact on security, national economic security, 

national public health or safety, or any combination of  those 

matters.

https://www.law.cornell.edu/uscode/text/42/5195c


The NIST Cybersecurity Framework (CSF)
WHAT IS CRITICAL INFRA-STRUCTURE?

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf


Recognizing the role that the protection of privacy and civil liberties 

plays in creating greater public trust, the Framework includes a 

methodology to protect individual privacy and civil liberties when 

critical infrastructure organizations conduct cybersecurity activities. 

… Integrating privacy and cybersecurity can benefit organizations by 

increasing customer confidence, enabling more standardized sharing 

of information, and simplifying operations across legal regimes. 

NIST CSF on Privacy
WHAT IS CRITICAL INFRA-STRUCTURE?
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https://www.infragardnational.org/


What are the Government and Elections 

Critical Infrastructure Sectors?

◦ Government Sector Plan

◦ Addition of  Elections 

Subsector
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What are the 

Government 

and Elections 

Critical 

Infrastructure 

Sectors?

https://www.dhs.gov/sites/default/files/publications/nipp-ssp-government-facilities-2015-508.pdf


https://www.eac.gov/assets/1/6/starting_point_us_election_systems_as_Critical_Infrastructure.pdf


https://www.eac.gov/assets/1/6/2018_EAVS_Report.pdf
https://www.eac.gov/assets/1/6/DHS_Cybersecurity_Services_Catalog_for_Election_Infrastructure.pdf


Key Information 
Sharing Organizations 
for SLTT

Does your government entity belong?

Can it afford to NOT look into them

https://www.cisecurity.org/ei-isac/
https://www.cisecurity.org/
https://www.cisecurity.org/ms-isac/
https://www.infragardnational.org/


https://www.cisecurity.org/ms-isac/services/
https://www.cisecurity.org/cybersecurity-threats/alert-level/
https://www.cisecurity.org/ms-isac/


https://www.ntinfragard.org/wp-content/uploads/sector-chief-program.pdf


https://tampabayinfragard.org/
https://www.infraorl.com/
https://infragardjax.org/
https://www.infragardsofl.org/
https://www.northfloridainfragard.org/
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