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Critical Infrastructure Current Definition - USA
WHAT IS CRITICAL INFRA-STRUCTURE?

$ 5195¢. Critical infrastructures protection

(a) Short title

This section mav be cited as the “‘Critical In-
frastructures Protection Act of 2001"°.

...the term “critical infrastructure” means systems and assets,
whether physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets would have
a debilitating impact on security, national economic security,
national public health or safety, or any combination of those

martters.



https://www.law.cornell.edu/uscode/text/42/5195c

Framework for Improving
CYBERSECURITY Cntical Infrastructure Cybersecurity

FRAMEWORK
VERSION 1.1

Version 1.1
National Institute of Standards and Technology

Apnl 16, 2018

The NIST Cybersecurity Framework (CSF)
WHAT IS CRITICAL INFRA-STRUCTURE?



https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

Recognizing the role that the protection of privacy and civil liberties
plays in creating greater public trust, the Framework includes a
methodology to protect individual privacy and civil liberties when

critical infrastructure organizations conduct cybersecurity activities.

... Integrating privacy and cybersecurity can benefit organizations by

increasing customer confidence, enabling more standardized sharing

of information, and simplifying operations across legal regimes.

NIST CSF on Privacy
WHAT IS CRITICAL INFRA-STRUCTURE?
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https://www.infragardnational.org/

What are the Government and Elections

Critical Infrastructure Sectors?

11.Government Facilities

e [Elections Subsector

« National Monuments and Icons

¢ Education Subsector
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https://www.dhs.gov/sites/default/files/publications/nipp-ssp-government-facilities-2015-508.pdf

U.S. Election
Systems as Statement by Secretary Jeh Johnson on the Designation of
o Election Infrastructure as a Critical Infrastructure Subsector
Critical

in
Infrastructure Release Date:

January 6, 2017

For Immediate Release
Office of the Press Secretary
Contact: 202-282-8010

| have determined that election infrastructure in this country should be designated as a subsector of the existing Government Facilities critical infrastructure sector. Given

the vital role elections play in this country, it is clear that certain systems and assets of election infrastructure meet the definition of critical infrastructure, in fact and in

law.



https://www.eac.gov/assets/1/6/starting_point_us_election_systems_as_Critical_Infrastructure.pdf

ELECTION ADMINISTRATION m

AND VOTING SURVEY

2018 COMPREHENSIVE REPORT
A Report to the 116" Congress
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https://www.eac.gov/assets/1/6/2018_EAVS_Report.pdf
https://www.eac.gov/assets/1/6/DHS_Cybersecurity_Services_Catalog_for_Election_Infrastructure.pdf
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Does your government entity belong?
Can it afford to NOT look into them



https://www.cisecurity.org/ei-isac/
https://www.cisecurity.org/
https://www.cisecurity.org/ms-isac/
https://www.infragardnational.org/

Services Included with Membership

» 24/7 Security Operation Center

» Weekly Top Malicious Domains/IP Report

» Incident Response Services

» Monthly Members-only Webcasts

« Cybersecurity Advisories and Notifications

» Access to Cybersecurity Table-top Exercises

_Access to Secure Portals for Communication and Document
Sharing

_ Vulnerability Management Program
(VMP)

» Cyber Alert Map

» Nationwide Cyber Security Review (NCSR)

» Malicious Code Analysis Platform (MCAP)

» Awareness and Education Materials

See All Services -3

MS-ISAC Cyber Alert Level:
GUARDED

MS-ISAC®

Multi-State Information
Sharing & Analysis Center®



https://www.cisecurity.org/ms-isac/services/
https://www.cisecurity.org/cybersecurity-threats/alert-level/
https://www.cisecurity.org/ms-isac/

The Sector Chief's
Pivotal Role

Sector Chiefs provide synchro-
nized communication between
local InfraGard leadership, FBI
Coordinators, and area members,
and promote key insight into
their designated industry sector.
Specific expertise also elevates
the value of incident response
exercises and helps tailor member
training programs that increase
awareness and build a collective
knowledge base toward improved

national security.

InfraGard

Sector Chief Program



https://www.ntinfragard.org/wp-content/uploads/sector-chief-program.pdf
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https://tampabayinfragard.org/
https://www.infraorl.com/
https://infragardjax.org/
https://www.infragardsofl.org/
https://www.northfloridainfragard.org/
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Quality Matters

LMC@CONSULTANTC.SERVICES
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Traffickin

WWW.TRAFFICKINGISAO.ORG

Uniting stakeholder disciplines
In combatting human and wildlife trafficking

L. Martin Capuder



mailto:LMC@CONSULTANTC.SERVICES
http://www.traffickingisao.org/

