Hot Topics in IT Audit
August 7, 2015

S i ®




We are Sunera

e Sunera is one of the largest risk
advisory firms in Florida.

* The firm’s two largest offices are both
in Florida (Tampa and Miami)

* Sunera’s Tampa office serves as the national headquarters, and is
also home to the Controls Testing Center, large internal and IT
audit teams, and the national Information Security practice.

« Technology is at the core of everything we do. From cutting-edge
data analytics to sophisticated vulnerability assessments, our
clients know we bring the industry’s top professionals to their
technology challenges.

* Our sole focus is the customer. Our services protect businesses
from inefficiency and external threats, resulting in cost savings and
the confidence that their business, customers, and reputation are
secure. .
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Sunera Team
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Spring Phillips — Senior Manager, Tampa

Spring leads the Tampa audit team on internal audits, operational
audits, Sarbanes-Oxley 404 compliance projects, forensic
investigations, and segregation of duties audits.

Spring is a developer for Sunera’s national training model and has
performed training at numerous local organizations.

Industry Experience: Restaurant, government, financial services and
insurance, technology, and consumer/industrial products industries

Technical Expertise: Oracle, Great Plains, SAP, PeopleSoft, Solomon,
Lawson, MS Dynamics, JD Edwards, Xcelys, and Meditech

Education: MBA and MS in Accounting from the University of Tampa

Certifications: Certified Information Systems Auditor (CISA) and a
licensed Certified Public Accountant (CPA) in Florida



Sunera Team

Heather Brink — Consultant, Tampa

* Heather performs IT and internal audits and SOX compliance engagements for
Sunera clients and leads the training of new internal audit staff and interns.

* Industry Experience: Technology, telecommunications, government, restaurant,
education, utilities, and financial services

* Education: MS in Accounting (Audit/Systems) and BS in Accounting with a
minor in Information Systems from the University of South Florida

» Certifications: Pursuing her Certified Internal Auditor (CIA) certification

Patrick Nunes — Consultant, Tampa

» Pat performs financial and IT controls testing related SOX compliance and internal
audit projects for Sunera clients.

* Industry Experience: Restaurant, retail, and financial services

» Education: Master of Science in Finance from the University of South Florida and
a BA in Anthropology from the University of Florida

» Certifications: Pursuing his Certified Fraud Examiner (CFE) certification
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Agenda

Part One: Internet of Things
Part Two: Big Data

Part Three: Millennials

<
ad
LL]
L
.
n
%)




CONNECTED e INFGQMM‘[O'\J
GE ' il MARKET

"_:'3_ = W3C " WAGHNES
LIGHTSE, gmm”m“ SMAHT:' r‘m\[“w M2V

DE\J’JCES

| i) I |
[‘-.fll_IU'Il‘%.J“EDIA et > CONSUMER D
NETW ORGANIZAT D\

.EWCES ‘ ‘ | PROGRAVMNG 3 SOCTAI_.?E:'I'ATIS'I'ICS

" INTERNET ="

Qo AR .. MEDIA
=2 EOFTHINGS
éinﬂACHINES

VISION RESE,&F:CH
r:m—O BK.J _CT LW WEB DthF%AND " HOME
| WEB SERVICES T© O STRATEGY WORLDWIDE

O CLOUD“ [‘ATF\ :’O:'GA\IZ/\TIO\J SEGMENTATION

< PROS
AUTOMOBILE g moalLEm ’s M2IM TOOLS

é SOLUTIONS %

© SUNERA


Presenter
Presentation Notes
What is the Internet of Things?
Characteristics & Conditions of the IoT
Determining Risk
Managing Risk
IoT and Audit



Internet of Things — What is 1t?

* The concept that every device can be
connected to the Internet or each
other

e The network of

“things” with
software, sensors, J/_/w
and network o 74
connectivity that ©
enables the - P
exchange of data ¢

’ A\
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Concept that every device can be connected to the Internet or each other
This includes everything from cell phones, coffee makers, washing machines, headphones, lamps, wearable devices and almost anything else you can think of.
The network of “things” with software, sensors, and network connectivity that enables the exchange of HUGE AMOUNTS of data

Wireless technology already allows devices including cell phones, tablets, and computers to communicate with the internet from almost anywhere. But now, devices not traditionally considered “smart,” such as appliances, car diagnostics, HVAC systems, and wearable fitness monitors, are using sensors to capture data and transmit it to the internet. 

"Series Y: Global Information Infrastructure, Internet Protocol Aspects and Next-Generation Networks." Telecommunication Standardization Sector of ITU (2012): 1-22. Web. 


Internet of Things — What is 1t?

A new third dimension in current information communication
technologies

@
Figure 1 — The new @

dimension introduced to the Any TIME Communciation
Internet of things [b-ITU * On the move
Report] + Nighttime

= Daytime

T .

Any THING Communication
» Between Computers °
+ Human to Human (no computer)
* Human to Thing (generic equpment)
= Thing to Thing

Any PLACE Communication
« Qutdoors

* Indoors (away from the
computer)
» At the computer
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Any TIME communication and Any PLACE communication have been realities for quite some time
You can post your vacation pictures to Facebook while you’re in the car on the way home
Now, your thermostat can sense that you’re almost home and automatically turn your AC down!


What is In the Internet of Things?

‘J

© SUNERA


Presenter
Presentation Notes
Wearable devices that track wearers’ physical activity.
Automobiles with computerized navigation, accident prevention, and fuel-efficiency features.
Biomedical devices such as pacemakers and insulin pumps that can communicate with one another and the outside world.
Smoke detectors
Retail POS systems
Industrial product tracking systems


The Internet of Things (loT)

Metro Cells

Human - Machine
Interface

Security
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Here is just a visual representation of how huge the internet of things is… here we have Big Data in the middle, which Pat will talk in depth about shortly, and “things” using the data such as:

Industrial and farming – wind and solar power, the smart energy grid that analyzes data to determine how much power people need at different times of day
Advances in car technology – advanced safety features, traffic sensors
Consumer goods – connected appliances (such as some of the devices I showed on the previous slide), energy meters, etc


Characteristics of the loT

* Interconnected  Dynamic
o Different « Enormous

15B 4OB E = 1B DEVICES

CONNECTED CONNECTED
DEVICES IN 2015 DEVICES BY 2020

BEEEEE HEEEEEEEEEEEE
BEEEEE HHEEEEEEEEEREE
BEEEEE HEHEEEEEEBEEEEE
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There are certain characteristics that “Things” in the Internet of Things all possess. 

Interconnectivity
Anything in the world can be connected to the internet
Different
Everything in the Internet of Things is different, uses different technologies
Dynamic
The state devices are in is constantly changing (for example, your phone is asleep until you wake it up)
All of our devices are constantly being updated – that little red number on your phone you see every day. Remember when you had to buy a CD-rom to update your operating system? That happens automatically now
Your SmartTV, your Smart Refrigerator, 
Also, number of devices changes dynamically – LOOK UP STATS ON THIS
Enormous scale
Number of devices communicating with each other is AT LEAST as large as the devices connected to the current internet
More devices communicating between each other than people





Conditions of the loT

* Location-based capabillities * Privacy
o Security e Manageability

THE Tv-MAN
SAIp THI5 WAS THE
fEAR OF THE S0 15
YINTERNET OF THIS A
THINESR." INTERNET?

©A YOUNG 2014 CHRONICMALPRACTICE.COM

HOW pO
I FRIEND My
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Location-based capabilities
Need to be supported in the IoT
Needed to sense and track Things so they can function appropriately (so your AC can automatically turn itself down on your way home!)
International Telecommunication Union notes that it should still comply with laws and security rules
This could vary by state, region, country… ADD TO THIS
Security
Everything being connected creates large security threats
Need policies in place related to security over different devices
Privacy
Things may contain private data about it’s owners
IoT should support privacy during transmission, aggregation, storage, mining, and processing of data
Manageability
Should be able to work without the participation of people
BUT, should be manageable by people nonetheless
Talk about fridge repairman

Notice that half of the requirements for the Internet of Things are related to Security and Privacy? How do we address these issues if they’re considered requirements for the Internet of Things to function properly?



Determining Risk

 How will the device be used from a business perspective?
 What value is expected?

 What threats are there?

 How can they be mitigated?

 Who will have access to the device?

 How will access be managed?

 Who is responsible for monitoring security of the device?
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On our last slide… half of the requirements were related to security or privacy. How do we determine the risks associated with the Internet of Things?

Who here has heard of the organization ISACA? The IT Governance association, ISACA, tells us we should consider the following questions regarding the Internet of Things in our organizations

Who will have access to the device – Spring here is quite the trickster and loves to display cat pictures through the AppleTV’s in our conference rooms when no one is looking. But what happens if one day she accidentally displays a client document in front of someone she shouldn’t have? Should we have some sort of barrier in place to make sure she can only display through the AppleTV when she is required to?
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Spring…. What is this?! Look what can happen!


Determining Risk

e Have risk scenarios been evaluated and compared to
anticipated business value?

 What personal information is collected, stored, and
processed by the device?

* Are the individuals whose information is being collected
aware? Have they given consent?

e With whom will the data be shared?
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On our last slide… half of the requirements were related to security or privacy. How do we determine the risks associated with the Internet of Things?

The IT Governance association, ISACA, tells us we should consider the following questions regarding the Internet of Things in our organizations




Controlling Risk

 Each risk a company faces should be considered and
addressed through policies/procedures or controls.

* Types of controls/policies:
* Access Controls
e BYOD Policies
« Data Ownership
 Network Management

© SUNERA



Presenter
Presentation Notes
Each Internet of Things related risk a company faces should have an associated mitigating control
Types of controls/policies
Access controls
Who is allowed to log in to internet browser on the fridge? Configure the office’s “Nest” thermostat?
Passwords - Should we need a password to log on to the fridge? Is it open for anyone to browse the web? What if someone researches fraudulent activity on the SmartTV in one of the conference rooms… how will we know who is responsible? These are the types of things that must be controlled and tested by auditors.
BYOD Policies
Bring Your Own Device policy
With every device being able to connect to the Internet, companies need a plan in place to manage devices with access to their data. 
How many of you get work emails on your phone? Do you know what your employer’s policy is regarding these emails?
A BYOD policy requires employers to really think about the consequences of letting their employees use their own phones, tablets, and computers to access their network. What happens if someone’s phone gets stolen? A  BYOD policy could address situations like this. Some of our clients have required that their employees install an app or software on their phone/tablet that will completely wipe the device if it is lost. This safeguards the data on the phone from being looked at by unwanted eyes.
During a fraud review, we had an individual that used their own personal devices to commit fraud against the company. When we were investigating it, they had already left and taken their data with them. A solid BYOD policy could avoid unwanted situations such as this and perhaps require that when someone leaves the company, all of their work-related files must be transferred. It all comes down to who the employer wants to own the data – do THEY want to own it? Or do they trust their employees enough to own it?
Only a company can decide what is best for them and their employees. The larger the Internet of Things gets, the more critical it becomes for these types of policies be implemented.
Data Ownership 
You here are all subject to the sunshine law that makes all government communications public information. Does that mean that because you get work emails on your phone, all of your personal emails are also public information?
Most companies have a data ownership policy to address these issues. Personally, at Sunera, I know that when I signed my contract and got a computer, everything I look at on my work computer becomes property of Sunera because that is what I agreed to. 
Brings the question of, are there any local governments who allow them to receive work emails on personal devices
Network Management
Our IT people at Sunera set up passwords on our machines, VPNs so we can access private networks away from the office. This keeps our data safe within our own networks.




Internet of Things & Audit

« Auditors must become familiar with the Internet of Things
and the technological risks associated with it.

e |T and Financial audit will become further intertwined.
 The need for continuous monitoring will increase.

 Traditional IT auditing processes will still address these
risks.
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Auditors must become familiar with the Internet of Things and the technological risk associated with it
Stay abreast on IT and Security issues impacting our clients
IT and Financial audit will become further intertwined
We can no longer ignore the fact that technology affects every section of our everyday lives.
If you run a small business and use Quickbooks, you can pull up the Quickbooks app on your phone and look at your revenue and expenses. These IT applications need to be safe and controlled to protect people’s companies.
P-cards, expense entries – how many of you have used a p-card or submitted an expense for work before? There are now apps you can use to do this. Auditors test financial controls around p-cards all the time, do we now need to test IT controls around the app used to submit the expenses? Maybe so!
Continuous auditing
The Internet of Things increases the need for continuous auditing. With financial data being moved 24/7, alerts and monitoring needs to be in place to determine whether everything is running smoothly. When one thing goes down, because everything is connected, it can cause a ripple effect and create huge issues.
Traditional IT auditing





More Internet, More Data

HOW THE DIGITAL WORLD HAS EVOLVED OVER THE PAST 12 MONTHS

TOTAL ACTIVE ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION INTERNET USERS MEDIA ACCOUNTS MOBILE USERS SOCIAL ACCOUNTS

I Lok

+1.6% +21% +12% +5% +23%

+115 MILLION +525 MILLION +222 MILLION +185 MILLION +313 MILLION

We Are Social - Scurces: Wikipedia; InternetliveStats, InternatWorldStats; Facebook, Tencent, VKentakte, Livelnternet; GSMA Intelligence [all extrapolated) @wearesocialsg « 7
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After Heather is done – stay on this slide for Pat- What are some of the key words that come to mind when you think of “Big Data”?  

http://thenextweb.com/socialmedia/2015/01/21/2015-worldwide-internet-mobile-social-media-trends-get-376-pages-data/


h
= fACTOR = [IIII.IHI

. = s =

SOCIAL yprs

SANNAS S
SOTWARE =

.- LARGE?
ASTORAGE

MILLION

MAKING INTEGRATION

VOLUME =

SET'S deveLopment

DRIVE

REPLICATION
HANDLE
SIIIJRIIES

J'LPAEIT'I‘

INCLUDE NEFW[IRHS -
H‘r’PI]ﬂI[SIS ENEE TEEIHL”EI:-UNEEYW
umig =5 =
g 5 = PARALLEL "..
= L=

PEOPLE mfr-u:E
u

© SUNERA

=PRU[IESS - =

DA

STATE camaue =3 = TERABYTES MaRKET “NF"
RELATED e SENSIR E

L

E— H
DEFINITION e

© FRAMEWORK BETWEEN STATISTIcS

ETEHHIHE

=T
BUSINESS EFFECTVE  yisyazamon = =
= o DEPARTHENT = USERS
EI]ATAEASES E s 5 s €7 MOUNT S
PROCESSING < siwuuuroks =1 % Rl APPLICATIONS WFRASRUCTIR
— MANAEEMENT B=ES

= ANALYSIS -
=RESEARCH £

INFORMATION=2

PRIVACY mTEREATmHAL INPLEMENTATION  BECOMES L[ARNmﬂﬂ 2 ‘;HEEIJEIJ
= = HVERY WORLD == £ 2=

i BﬁSEﬂ TIMES ks ot s

SEARCH =-

PARADIGH FUNDING
RECORDS sy INSGHT T00LS 5

=

Flow  NATIONAL
INTELLIGENCE

PROCESSES

DISTRIBUTED 5
INITIATIVE ECONOMIC PROECT gyt =
oy USED



<
ad
LL]
L
.
n
%)

Big Data

What is “Big Data"?

Advantages vs.
RIS

Disadvantages
K and Big Data

Data Valuation

Data Protection/Data Privacy
Big Data Governance



What I1s Big Data?

 Big Data (ISACA): Data that is too large or too quickly changing to be
analyzed by traditional methods

« Big Data has been around for many years, but why all the attention
now?

* Volume, Velocity, & Variety
o Volume — Total amount of data
o Velocity — Speed at which data is created

o Variety — Evolution from simple files and databases to
audio/video files

By 2018, the U.S. will need 60% more individuals with data analytics
capabilities than the workforce can currently supply.
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Variety - When we think of traditional data analytics, we’re looking at one or a small number of sources, also the variety of reliable vs unreliable sources has increased.  i.e. Wikipedia can be modified by anybody – how do we determine the quality of the data, good sources/bad sources

For example, within our own company, Sunera has a data analytics team.  When I started at the company in early 2014, the team consisted of 3 people, a little over a year and a half later there are around 8 people on the team and looking to continue the expansion.



Data Usage Statistics

] ] - - S i u
9 65 billion | _!54billion € 87%
Location-tagged payments DENPESPENPEES U.S. adults whose location is
made in the U.S. annually E-mails sent per day known via their mobile phone

Digital Information Created Each Year, Globally 2,000%

2,000 BILLION GIGASYTES . -
Expected increase in

La0o global data by 2020

[l
Megabytes

Video and photos stored
by Facebook, per user

79%

Percentage of all digital
2005 2006 2007 2008 2009 200 2on  data created by consumers

Sources: |DE, Radican Grmip, Facebosk, TR resoarch, Pow lntemia
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This was actually from a 2011 study but I’ll use it to illustrate how exponential this data growth is becoming: 

-65 billions payments, use this data to analyze how and where people spend their money, what type of marketing seems to work, and companies can determine certain products that sell better in a certain region

-87% of US adults whose location was known via mobile phone in 2011…I’m sure that has increased in recent years but companies can use that type of data to determine where there are growing populations, where there might be room for growth, and how far people are traveling to buy a certain product 



Predictive Analysis Opportunities

Analyze extreme volumes of information

‘ Manage alerts in real time

Resolve quality issues and apply corrective actions

‘ Discover and experiment
‘ Manage and plan
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With all of this data being created – what can companies do with it?  Predictive analysis is used by companies to analyze trends within data.   They may use this analysis to meet future demand, improve marketability, attract new resources, or have continuous monitoring around a specific product or site

I am going to try an use a couple examples throughout this presentation, I think it helps us understand if we can relate information to a real life.  For the first bullet, “Analyze extreme volumes of information”: Lets use a hypothetical example: I own a small pizza restaurant in Tampa and I’m considering opening additional stores…but I want to know what kind of demand there is for pizza in a specific area.  Predictive analysis allows me to analyze millions of searches in the Tampa Bay area for pizza, pizza delivery, or various other key words.  I can then use location data of where the search orginated to analyze demand in a certain area.  I can then find out what other competition is in the area and if it would be reasonable to open a new store there.  

& 3. I’ll tackle the next two bullets together - Manage Alerts in Real Time & Resolve quality issues/apply corrective actions: Seeing as it is right before lunch, lets continue with my example from above with the pizza place.  If I’m branching out, I definitely want to know what customers think about my restaurant.  I mean I obviously know I have good pizza, but lets be honest, can you really please everyone?   I can use predictive analysis to manage alerts in real time.  After a customer dines at my fine pizza establishment, they may share their thoughts with other users on sites like Google, Yelp, Urban Spoon, Zomato, etc. With predictive analysis, I can set up alerts to let me know in real time when someone leaves a bad review,  for this example lets say anytime I get a review less than 3 Stars.  By managing the alerts in real time I can resolve quality issues and apply the corrective action right away.  As soon as I see that someone left a bad review, I may be able to respond to the review on the site and give my side of the story, I may be able to reach out to the user and remediate the issue.  Whatever the necessary corrective action, I can do this all through the power of predictive analysis. 

Another opportunity with Predictive Analysis is Discovering and experimenting – As we discussed in the 1st bullet point, I’m analyzing large amounts of data to determine where I might want to put a new store.  What other things might I want to consider before opening a new store?

	How many square feet does the new store need to be? Should I have dine in or just take out? Should I offer a delivery service?  Predictive analysis allows me to discover what type of demand there is in an area specifically for delivery or to determine square footage for a new store based on population trends in the area.

5. Lastly, predictive analysis help companies to Manage and Plan for the future – I need to be ready for today and plan for tomorrow.  Predictive analysis can help to determine future business needs, potential increase in costs, and allow me to plan for the future.


Considerations

e Cost reduction
* Increased business agility
* New business/growth

« With proper risk management,
medium-level risks could be considered
low.

e Low cost:

o Capital investment may be
required.

o0 Some additional employees may
be needed.

e Low disruption to business operations

« Big data analytics is great for dealing
with unstructured data.

Existing technology investments must
be upgraded along with the increase of
risk of impacting existing investments
(cost/value).

Privacy risks related to confidential
data leaks or hacks

Impact of regulatory obligations
Integrity of data can be compromised.

Traditional databases are more cost
effective for simply structured data
analysis.
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I just presented some great opportunities to using big data within a company, however here are some items to consider when dealing with big data.  

Will it reduce costs in the long term?
Do you have the need for faster customer response?
Does it allow your business to expand into new areas?
Many people consider big data software implementation to be a “medium risk”, however with the right controls in place many consider it to be a fairly low risk
While the cost of the big data software can vary, most companies considered it “low cost” relative to other capital projects
The new big data software generally does not have an impact to the day to day operations
Big Data Analytics is great for unstructured data –  Unstructured data -  deals with multiple sources and file types, i.e. texts, emails, videos, photos, social media posts, etc. cannot be efficiently analyzed in a traditional database and requires a big data analysis software for efficient analysis  - http://www.qubole.com/blog/big-data/hadoop-vs-traditional/ 

Need to consider the impact to existing technology and how it would effect existing investments
Collecting and analyzing mass amounts of data exposes the company to leaks or hacks, need to consider privacy controls to mitigate this risk
New regulations may be implemented that could affect how companies collect, store, and analyze data
If a company relies heavily on the analysis of big data, what happens if the data becomes compromised and you can no longer rely on the integrity of this data?
Some companies may be better off  using a traditional database, especially if most of the data is considered to be Structured data -  this would be one type of file, tons of .txt file, even in large quantities, can be entered, stored, queried, and analyzed by a traditional database at a far more cost effective way than a big data software could

These are all things to consider when implementing or using big data.



Data Usage Statistics

A Digital Data Explosion

Global digital information created and shared

[ 8
b

£,

=

2011 2013 2015€

2005

Sowrce: KPCE, IDC techandinnovationdaily.com
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Big data is sometimes hard to fathom.  If I tell you the world is producing 8 zetabytes of data on an annual basis, does that mean anything to you?  A Zetabyte is 10^21 bytes, but even then the human brain doesn’t register quite how big that is.  Lets use an everyday example – say you’ve got a standard Apple iPhone with 32 GB storage.  In order to get to 1 zeta byte, you would have to fill over 34 billion iPhones to capacity.  

http://www.dailyreckoning.com.au/the-six-most-fascinating-technology-statistics-today/2013/06/11/


Risk and Big Data

Operational

* Internal/external factors that
include geopolitical risk:

o Privacy laws in the US

o Cross-border sharing laws in
European Union

o HIPAA policies not enforced or
clearly documented

* Pressure from upper management
to implement big data before
proper risk controls are in place

Information Technology

» Business risk associated with the
use, ownership, operation, and
adoption of IT within an enterprise

« Safeguards are bypassed

« Data monitoring or safeguards not
in place due to IT’s focus on
development and delivery of new
products.
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- With all this new data being created, companies are exposed to a multitude of different risks.  From an operational standpoint – geopolitical factors play a huge role in determining risk.  If I brought up a map of the world, I think Heather could easily point out to you where the U.S. ends and where Canada begins (I hope), does anyone here have a map like that for the internet? It doesn’t exist, which is where we run into different laws depending which region the company is located.
Privacy laws in the US are definitely not the same as they are in Russia or China.  HIPPA policies may be enforced in one region but not a separate entity in a different region.  
Other operating risks include pressure from upper management to implement big data software or analysis before proper risk controls are in place. 

IT Risk
As most of you know, there is inherent risk associated with the use/operation of an IT system within an enterprise – big data implementation is not exempt to this risk either
Safeguards are in place 
Many times an IT Ops department is focused on the development and delivery of a new product that no monitoring or safeguards are in place to ensure the data is secure, not everyone thinks like an auditor, we need to be able to convey the importance of not rushing these types of implementations 


Risk and Big Data

Inaccurate, incomplete, or fraudulently manipulated data poses an
iIncreasing risk as an enterprise becomes more dependent on the data to
drive decisions and assess results.
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As companies rely more and more on the data to make decisions, proper controls need to be in place to make sure the data is reliable and complete.  The risk increases when no controls are in place,  data is fraudulently manipulated, and companies use that information to make decisions.  


AICPA Survey

AICPA survey results for the top 5 issues facing CPAs in the next 2-5 years:

2014 ISUES _ omssues

Electronic datas analysis 25% Attracting and retsining qualified staff 25%
Increased complexity and scrutiny in engagements 20% Keeping abreast of regulatory changes 14%
Competition and fee pressure 14% The economy 13%
Regulatory changes 11% Competition and fee pressurs 11%
Attracting and retaining qualified staff 7% Technology 9%
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In 2014 the AICPA conducted a survey and asked 182 CPAs in the forensic and valuation fields to list their top five issues over the next two to five years.  Here are the results:
	5.  Attracting and retaining qualified staff (7%)
	4.  Regulatory changes (11%)
	3.  Competition and fee pressure (14%)
	2.  Increased complexity and scrutiny in engagements (20%)
	1.  Electronic data analysis – a.k.a “Big Data” (25%)

This is just a testament to show how CPAs think the audit dynamics will change in the coming years.

http://www.aicpa.org/press/pressreleases/2014/pages/big-data-top-issue-facing-forensic-and-valuation-professionals.aspx


Value of Big Data

« Collection of the data by itself is useless — it's not until the data is analyzed
that it becomes of true value to a company.
e Top-Line Impact (Gross Profit)
o Improved data intelligence
0 Increased sales
o Targeted marketing
* Bottom Line Impacts (Net Profit)
O Lower cost of operations
0 Reduced technical risk
0 Reduced competitive risk

 An ISACA trend report stated that 80% of enterprises can expect to see
these direct benefits within 1-2 years of implementation.
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I personally come from more of a Finance background than an IT background, so I felt it necessary to touch on the value of big data to a company.  

If I gave you a stack of invoices from the past year and wanted to know if we were overpaying any vendors, what good do all those invoices do for you if there is no way to find trends and analyze the data?  After it is analyzed, it becomes of value to the company because they can determine when and why they were overpaying vendors

From a top-line or Gross Profit impact – big data could increase sales, improve data intelligence, and allow for a more specific target marketing group
From a bottom line, or Net Profit impact – big data lowers your cost of operations, lets take that invoice example I just used – lowering the total amount paid to vendors decreases a liability and in turn increases net profit
Companies shouldn’t expect to see immediate financial impact of big data right away.  It takes time to find the trends, make corrections, and see it impact your bottom line, however about 80% of enterprises can see direct benefits within 1-2 years

Source #2


Data Protection

« Without comprehensive principles, policies, or frameworks, big data
generates an enormous risk.

« COBIT5 enables enterprises to create value for their stakeholders from IT by
maintaining balance between realizing benefits and optimizing risk levels
and resources.

* As big data volume grows, enterprises need a data privacy solution that is
both within a company’s budget and is effective.

* There is no one solution to the protection of the data. Each country or region
has different regulations in place to help protect the data.

e Suggestions have been presented to anonymize the data as soon as it is
collected, no personal information stored. Big data privacy and security
solutions must be implemented.

 Hadoop, EMC Greenplum Platform, Teradata, HP Vertica, or Palantir
Technologies all have developed as big data analysis software.
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COBIT 5 – framework released by ISACA discussing the governance and management of information technology within an enterprise – this enables companies to create value from IT systems while also realizing optimal risk levels

Big data is not for everyone – enterprises need to make sure it is within their budget to research, implement, and maintain the system.  Like any other IT system, companies need to factor in the cost to monitor and maintain controls surrounding this software.   

There is no one solution to the protection of data – as we have seen in recent years, it doesn’t seem like anyone is exempt when it comes to hackers trying to access data.  Some solutions have been discussed that involves anonymizing the data as soon as it is collected, which wipes any personal data associated with the transaction before sending the data for analysis…for example when  if a company wants to track what age group/gender/region is buying the newest game console so they can develop appropriate marketing campaigns, it’s a violation of Spring’s privacy for anyone to know that she was first in line at Best Buy and controls must be in place to make sure this data is anonymized

There are already multiple big data software programs available for purchase. HP Vertica, Hadoop, Teradata, and other companies have already developed software for companies to buy, but like any other IT system controls must be in place to mitigate risk


Big Data Governance

What can you do to ensure management is using big data
appropriately?
e Data anatomization

 Adequate, relevant, and current big data privacy policies
development

e Buy-in and continuous commitment from senior management
Appropriate data destruction

 Compliance with legal and regulatory data requirements

« Continuous education/training in big data policies and
procedures

e Big data solutions implementation using repeatable frameworks
 Complete and accurate data set
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From an IT Audit Perspective, what can you do to make sure management is using Big Data Appropriately?
As we discussed in the previous slide, data anonymization is a great start to protect the privacy of the people 
Appropriate monitoring of big data privacy policies 
Senior Management showing continuous support for the big data governance 
Compliance with regional laws and regulations 
Develop framework so that other entities can repeat the process and be successful 
Complete and accurate data – this brings me back to one of my original points, this is one of the biggest pushes from ISACA, if we can’t rely on the completeness of our data, how can we know controls are operating effectively?  


Millennials

Who are they are and what is
their impact on how we audit?
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In a Word or Two...
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The Stereotypes

“Look at Me”, Selfies

Life chronicled via websites and apps like MySpace,
Facebook, Twitter

Increased Narcissistic Tendencies

Grew up with a computer in the home
Also grew up with cellular devices

More familiar with Google than the Dewey Decimal
System

Involved in many camps and extracurricular activities
Do not know the word “No”, have never lost

Encouraged to have an opinion and challenge
authority

Forget work-life balance — they want work-life
integration

Less concerned with promotions and money, and
more concerned with self-fulfillment

Want to be in the loop no matter their level
Prefer to work on teams
Mobile office place
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Millennial Defined

“Millennial” is a term that gets tossed around frequently by major
audit firms in seminars, news stories, and case studies. But what
exactly does it mean?

« The Millennial generation consists of individuals born between 1980

and 1995 (as with all generations, these dates vary with each
source).

* In many cases, the term “Millennial” is congruous with “Generation
Y”.

» According to a White House report, Millennials are the largest
generation in the U.S. and represent one third of the population.

« Millennials are set apart from other generations by a number of
considerations, including their diversity and use of technology.

© SUNERA



U.S. Population Generation Breakdown

Figure 1: US Population Distribution by Age, 2013
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Impact to the Workforce

Millennials in the Millennials in the
Workforce - 2014 Workforce - 2020
M Millennials LI Older Generations M Millennials & Older Generations

54% J

Source: Lynch, 2008 Source: Lynch, 2008
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So Why the Noise?

« Millennials have become a hot
topic because of their increased
presence in the workforce, and the
way they present themselves.

 We, as a society, have encouraged
Millennials to be themselves, to
accept others, and to speak their
minds. Yet when they enter the
workforce, we suddenly change
our expectations.

« So what have we traditionally
taught Millennials?

0
0
0

Be yourself.
Ask questions.

You can do anything you put your
mind to.

Everyone gets a trophy. There are
no losers.

It is acceptable to text, email,
Instant message, Facebook,
tweet, etc., rather than call
someone or visit them in person.
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Side-by-Side Iin the Workplace

Command and controls management style

Active, involved leadership

Individually focused work

Collaborative, teamwork

Managed flow of information

Unstructured flow of information

Job security

Employability

Work = Income

Work = Income and personal enrichment

Structure

No structure; flexibility is highly valued

Inward looking

Outward looking

Influence through organization, position

Influence through networks, communication
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Cowboys (Boomers and Gen X):Considered “Cowboys” because they are “rugged, individualistic”.
Command-and-Control Management style
Prefer to work individually
View Managers as Experts
Look to their employers for career planning
Prefer clear boundaries
Group up when research required trip to library
Early Cell Phone users (remember bags?)
See life in linear progressions, from point A to point B

Millenialls are collaborators:
More circular, optimistic view of life..think of a Ferris wheel.
Have grown up as tech-savvy multi-taskers
Do not view managers as experts, because they have access to multiple sources of information
Plan their own careers
Forced to be continuous learners (due to constant changes in technology)
Early Supervised exposure to team sports, leading to team players and collaborators
Most diverse generation to date
Best educated generation in history
Socially conscious



More Differences

« Gursoy, Maier, and Chi (Washington
State University) have conducted
numerous studies on generational gaps
in the workplace.

* They have identified key characteristics
by generation, seen here.

Characteristics of each generation:
Baby Boomers:
e Live to work

* Respect authority and hierarchy in the
work place

Live large and are in charge
Generation X:
 Respond to instant gratification
 Work to live
 Identify with the Lone Ranger
* Friends in high places
Millennial Generation
» The more the merrier
* Rules are made to be broken
» Here today and gone tomorrow
 Show me the way
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The Millennial Perspective

e Scenario: Manager asks employee to jump.
o0 The Gen X/Boomer jumps and asks, “High enough?”
o The Millennial says, “Why?”

« Scenario: Manager asks employee what their goals are.
o Gen X/Boomers live to work.
o Millennials work to live.

 Scenario: Manager asks employee what sort of work
environment they prefer.

o The GenX/Boomer wants structure, prefers linear progression,
and watches the clock.

o The Millennial is available to work 24/7 but also expects ability
to leave briefly.
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Let’s give some concrete examples… great Forms article on what Millennials want in the workplace

Prefer to work at Google, Apple, or for themselves.


“All generations have similar
values; they just express them
differently.”

Jennifer Deal (Senior Research Scientist at the Center for Creative Leadership)

dah A'h Y
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Similarities

 We cannot draw conclusions about each generation when the individuals we
are comparing are at different ages and have different life experiences

 What if we compare the generations at roughly the same age”?

o Team of professors obtained access to surveys of work values done
among 16,000 US high school seniors in 1976 (Boomers), 1991 (Gen X),
and 2006 (Millennials). Same questions asked, all ranked.

o Categories to rank :

Intrinsic: interesting work, learning opportunities, being challenged
Extrinsic: pay, promotions, status

Altruistic: helping others, contributing to society

Leisure: vacation time, work-life balance

Social: interacting with others, making friends
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Study by Jean Twenge, Stacy Campbell, Brian Hoffman, Charles Lance 


Study Results

« All three generations rated intrinsic values as highest.

 On average, all three rated the altruistic and extrinsic values in the
middle.

» All three rated Leisure and Social at the bottom.
 Conclusion? Perhaps we are not so different after all.

Intrinsic Values

Altruistic &
Extrinsic Values

Leisure &
Social
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What’s the Impact on IT Audit?

« Training — Although Millennials have grown up with technology, they do not
always understand the infrastructure and more technical aspects.

« Method of Communication — Millennials tend to prefer electronic methods
of communication. They will email, instant message, or text someone before
they pick up a phone or walk to someone’s desk.

 Language — Slang slang slang. These people think you are cray-cray if you
think they, like, literally want to have a normal conversation.

e Location — Given the impact of technology and their preferred methods of
communication, Millennials live in a world of mobile offices. They have so
many tools at their disposal that they do not have to be onsite at a specific
location to perform audit observations.

* Quality of Audit — They care. They will validate and look for any logical
explanation; however, they have been exposed to much via the web. They
take the audit mantra “Trust but verify” to the extreme.
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What's the Impact to an IT Audit?

* Internet of Things — Think back to the Internet of things. How many
devices that connect to the Internet does a single given person have
access to over the course of one day? Millennials tend to be early
adopters, so how many more devices are they likely to use in a single
day? Who owns that data? How do we track those devices?

 Leasing of “Things” — This is where the Internet of Things gets tricky.
Millennials have been called the “cheapest generation” because they
prefer not to make larger purchases — first with cars and homes and now
the digital world. How does that impact our security and data ownership?

 Big Data — If Millennials do not view their managers as experts, where
are they going for their information? The Internet. What sources of
information are they using? How do they process the sources, identify
which are relevant and trustworthy? These are the same questions we ask
as we consider Big Data’s implications.
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Questions?
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